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Spacetronik SIR952 series mobile wide-band router is a kind of internet of
things wireless communication router, using 2/3/4G network to provide convenient
and high speed network transmission function.

This series of products use high performance industrial 32 bit communication
processor, real-time operation system as software supporting platform, provide
safe, high speed, stable 3G/4G to surf the Internet, which also
provides 1LAN,1WAN,485/232 serial port.

It can be used in finance, postal, smart power grids, smart transportation,
environment monitor, fire protection monitor, security, water conservancy, public
safety, advertising release, industrial control, earth quake monitor,
meteorological watch, instrument monitor,etc.

The following contents will specifically introduce how to use and handle
the wireless router.

1.How to login to the router

1.1 To power on the router

To use and configure the wireless router, firstly you need to power on the
router by using the standard adapter DC 12V /1.5A(wide voltage 7.5v-32v
supported) provided by our company.

1.2 To connect the router to the computer

Use a RJ45 network cable to connect the LAN port of the router to
your computer. Then what you have to be aware of is you need to either set the
PC’s network card for automatic acquisition or set the computer address and
router address to the same network segment so that you can login to the router
correctly later.

1.3 To login to the router

By entering the default gateway address 192.168.1.1 in any browser ,such as
Google Chrome,360 browser,firefox browseretc, and then type in the default
username /password as admin/admin ,lastly click ‘Login’ button to login. The

Page 3




configuration picture are as follows.

- - P
= C | @ Notsecure | 192.168.1.1/cgi-bin/luci A, ov tr £
Apps study Other bookmarks

Cellular Router

Authorization Required

M2M wireless terminal Cellular Router

System Status B Tab operation

Basic Network >

Status
Advanced Network >
System
VPN Configuration >
Router Name M2M Product Name
System Management Router Model Product 1D
_ _ Firmware Version QSDK Premium Wireless Router v1.0.6.0518 Hardware Class Single Model Single Card
System Diagnostics
Kernel Version 338 Hardware Version vl2
Logout Local Time Sat May 1921:21:33 2018 MAC Address 34:02:68:24:24:24
Uptime 0Oh 56m 24s WAN Mode 3G/4G and Wired
Load Average 0.00,0.01,0.05 Vendor OEM

2.Function menu bar introduction

After logining to the router, please allow me to introduce the commonly used
functions of our router.

2.1 System status

2.1.1 Overview

For this part we mainly introduce from four aspects,which are section A,B,C and
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D.

M2M wireless terminal Cellular Router

System Status % »  Taboperstion*

ENeRvier Fouter Name MM B| Productiiame

Houter Model ProductiD

Firewsil
Firmware Versian QSDK Premium Wireless Router V1.0.6.0518 Hardware Class Single Mode! Single Card
T Kernel Version 338 Hardware Version vz
[ Local Time Sat May 19 2241:00 2018 MAC Address 34.00:68:24:24:24
. Untime 2h15m 513 WAN Mode 36746 and Wired
Realfime Graphs
Load Average 0.57.0.16.0.21 Vendor 0EM
Basic Network >
Advanced Network >
Network
VPN Configuration > 3C/4G WAN Status C Address: 10,238,249 206

Gateway: 10 238 249 205
DNS1:211.136.17.107
DNS2: 211136 20.203
N _ Modem Type: FOD-LTE/TDD-LTE/WCDMA/TD-SCOMA/EVDO/COMA/GSM
System Diagnostics Modem Model: FORGE SLM7308

& Modem IMEI: 868621025613344
Logout 3Jgwan Modem IMSI: 460042240700071
Network Operator: China Mobile
Current Network Standard: TDD LTE
USIM Status: simready
ConnectStatus: connected
RSSE 21 i (-71dBm/67%)
Connected: 2h 12m 57s

System Management

From section A, we can know these stuffs including the router
name,model,firmware version , the local system time,uptime(power duration),and
how load average is.

From section B, we can get the product name and id number, hardware
class ,hardware version , mac address ,the default wan mode(including all ,wired and
wireless) and vendor name.

From section C,we can clearly know if we have an access to the internet and if
the router can work well by checking the inserting sim card’s network status.

The sim card normal dialing status is described in detail as follows:

Address:the address acquired from the carrier

Gateway: gateway address assigned from carrier

DNS1/2:the address for sim card to resolve domain names and have an access to
the internet

Modem type:Indicates the type of network the router can support,it can be all
network formats or not, such as

FDD-LTE(China Telecom&Unicom 4G)/TDD-LTE(4G)/WCDMA(China
Unicom3G)/TD-SCDMA(ChinaMobile3G)/EVDO(ChinaTelecom

3G)/CDMA(China Telecom 2G)/GSM(China Mobile &Unicom)

Modem Model: vendor name of Communication module

Modem IMEI: IMEI numbers of Communication module

Modem IMSI:IMSI numbers of the inserting sim card

Network Operator:the specific carrier name,such as China Mobile,China
Unicom,Vodafone,etc
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Current Network Standard:The current network mode of the device

USIM Status:SIM card detection status,including simready,fail,unknown

ConnectStatus:Indicates the network connection status,including
initializing,connecting,connected

Connected:Network connection duration

D Memory
Total Avaiable S ammie/usske(y)
Free I CASTE 8052 kB (51%)
Cached | ] 20792 kB / 125952 kB (16%)
Buffered == 5644 kB / 125952 kB (5%)
DHCP Leases
Hostname IPv4-Address MAC-Address Leasstime remaining
myzlwl 192.168.1.134 ec:c:43:10:31:4¢c 10h57Tm 41s
Wireless
Generic 802.711bgn Wiretess Controller (wifid) SSiD:
e Mode: Uinknown
. Channel: 0(0.000 GHz)
* Bitrate: 7 Mbit/s
Wireless is disabled or not associated

From section D,we can also know the current memory usage of the
device,how many Lan hosts there are in the Dhcp leases and the current wifi
status (turn on or off ).

2.1.2 Firewall

. For this part, you can view the current device specific IPV4 (Only
pay attention for now)/IPV6 firewall status including all incoming and outgoing
control rules for all rule tables and chains by setting which you can allow or
disallow access to specific target networks .Besides,you can also do some
actions to reset counters and restart firewall.
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System Status s “ ® »

Overview
Firewall Status

Firewall
1Pv4 Firewall 1PvE Firewall

Routes

Processes.

Actions

Reallime Graphs

Basic Network >

Advanced Network >
Table: Filter

VPN Configuration >
(Chain INPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B}

System Management Rule # Pkta. Traffic Target Prot.  Flags in Out Source Destination Options
1 156055 2342 MB ACCEPT all - - - 0.0.00/0 0000/0 ctstate RELATED,ESTABLISHED
System Diagnostics
z 450 2969 KE ACCEPT all - Io - 0.0.00/0 0000/0
Logout 3 29433 146MB syn_fiood tep - - B 0.0.00/0 00000 tep flags:0x17/0x02
4 61946 395MB input_rule all = - - 0.0.0.0/0 00.00/0
5 61346 335MB input all - . * 0.0.00/0 0.0.0.0/0

2.1.3 Routes

For this part,we can check the -currently active IPV4/IPV6 network
routes,dynamic and static routing tables included ,on this router system. The
ARP tables will be also displayed.

Routes

The following rules are currently active on this system

ARP
1Pd-Address MAG-Address Interface
T 192.168.1.134 ec.0cA3.10:314c br-lan
Basic Network
Advanced Network » Active [Pvd-Routes
Hetwork Target 1Pd-Gateway Metric
B A 3gwan] 0.0.00/0 10:238.249.205 20
e 3gwan] 10.238.249.204/30 0000 20
alias 17216.00/24 0000 ']
Systm Dingnoshce alias 1921681024 ooo 0
Logout
Active IPv6-Routes
Network Target PV Gateway Metric
toopback 00.0000.0.0/0 0000000010 FFFFFFFF
laopback 000000000 0:000:000.0/0 FRFFFFFF
- AnnaannLn nanmRna FEFRTTRE

2.1.4 Processes

For this part, it gives an overview over currently running system processes and
about their status. You’ll have the abilities to hangup,terminate or kill all of the
system processes as you want .

But sometimes be also careful of your handling some processes,such as the
command ‘init’, by terminating or killing it, the router system may abnormal or
crash.
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Syztem Statuz v L] Routes % D = W Tab op

Owverview
Processes

Firewsll g = X
This fist gives an overview aver currently running system processes and their status

PID  Owner Command CPU usage (%) Memeory usage (%] Hang Up Terminate Kl

1 admin it 0% T%

Resiime Graphs

i g 1 2 admin [kthreadd] 8 0% HaNG UR Wl TERMINATE
Advanced Network 3 admin Thsoftirad/0) 0% 0% HanGuP Wl TERMINATE

KILL

N KILL

VPN Configuration * 5 admin flewarker/w:0] o 0% HANG UP KILL
A HKILL

Al KILL

System Management 6 admn tkhelpsr] 0% 0% HANG UP TERMINATE

System Diagnostics 19 admin firg/10-ath79-gp} 0 0% HANG UP TERMINATE

2.1.5 Realtime Graphs

For this part ,you all clearly and directly see the current system
load flow,traffic,wireless and connections and know the overall situation of the
1% 5™ 15" minute by observing the dynamic chart.

System Status - 4« | Routesx Wired Natwork % < C x

load  Traffic  Wireless  Connections

Realtime Load

Realime Graphs

Basic Network

Advanced Network >

VPN Configuration

System Management

System Diagnostics

Logout
1 Mimute Load: 004 Average: (004
5 Mimute Load: 003 Average: 008
15 Minute Load: 017 Average: 017

2.2 Basic network

2.2.1 Switch

The network ports on this device can be combined to several VLANs in which
computers can communicate directly with each other. VLANs are often used to
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separate different network segments.Specific configuration omitted.

System Status » “ Routes % \Wired Network 3¢ x " Tab opesstion =
Basic Network
Switch
Switch The network ports on this device can be combined to several YLANs in which computers can communicate directly with each other WLANs are often used to separate

different netwaork segments. Often there is by default cne Uplink port for a connection to the next greater network like the internet and other parts for & local network

Hostnames

Switch "eth1” (QCA ARB32T ARB33T)

Wired Network Enable VLAN functionality
Mobile: Nebaork

Wireless Network

VLANs on "eth1” (QCA ARB32T ARB33T)

Dynamic ONS
VLAN ID cPU Port 1 Port 2 Port3 Port 4 Port5 Port6
Stafic address
1 untagged ¥ uniagged ¥ untagged ¥ untagged ¥ unisgged ¥ off A4 off v DELETE
Advanced Network *

2.2.2 Hostnames

For this part,you can rename the host with the specified ip address.Here is an
example.

System Status > Ll Routes x Wirad Matwork X x » Tab operation =
Basic Network
Hostnames
Switch
e Host entries
. Hostname IP addresa

Static Routes

Wired Metwork This section contains no values yet

Mohile: Network ADD

Wireless Network

Po— Sy

Static address.

System Status » “ Routes X Wirad Netwark % x M | Taboperstion =
Basic Network
Hostnames
Switch
Hostnames Host entries
Hostname IP address
Stafic Routes
mype 192.168.1.134 (ec:0c:43:10:31:4e) ¥ DELETE

Wired Network

Mobile: Network: ADD

Wireless Netwark

Dynamic DNS SAVE & APPLY

Stafic address.

2.2.3 Static Routes

For this part,you can freely add network IPV4/IPV6 static routing table by
following the below format according to actual situation. Commonly, a complete

routing table looks like this: it should includes the interface,the target network,the
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netmask , IPV4 gateway,metric and MTU.

System Status L “ Routes X Wired Network X =

" Tab opersbon

Basic Network o
Routes

Switch Routes specify over which interface and gateway a certain host or netwark can be reached.

Hosinames
Static IPv4 Routes
Interface Target 1Pv4-Netmask IPvé-Gateway Metric MTU
Host-IP or Network if target is a network
| ‘ pptp1 "| 192165100 2552552550 17216 10.3 0 1500
Wireless Metwork: m
Dynamic DNS
" 3
Sitatic sddrecs
Advanced Network * Static IPvG Routes
Interface Target PvE-Gateway Metric MTU

VPN Configuration »

[PE-Address or Network (GIDR)

System Management

System Diagnostics m

This section contains no values yet

2.2.4 Wired Network

For this section, you can do some useful parameter settings about wired
network.

You can firstly set different and commonly used wan port access modes such as
DHCP client (default setting ),Static address,PPPoE and so on.

2.2.4.1 Dhcp client configuration

‘Dhcp client’ settings for wan mode seems like below. You only need to connect
the LAN port cable of the upper-level router to the WAN port of our router. Then our
router can automatically obtain the IP address of the same network segment of the
upper-level router and can access the network.

However, what you need to pay attention to is that the gateways of these two
routers must not be the same, otherwise they may cause network conflicts and cause
our router fail to access the Internet.
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System Status 3 “ »® 2 Tab operstion ~

Basic Network
WAN LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bndae interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation InTERFACE VLA (2.0 etha,1)

General Setup Advanced Settings

Status . Uptime: hiomOs
-  MAC-Address: 34:.0A:68.24:24:25
ethD RX: 0.00 B [0 Pkts.)
T:0.00 B (0 Pkis.)

Protocal || DHCP client v

3 Stalic address
Advanced Network ?
Hostriame to send when requesting DHCP || DHCP client

Dynaric DNS

Static address:

Unmanaged

VPN Configuration >
[ FPPoE I
(i

System Management
¥ e LITP

DSlite SAVE & APPLY
System Diagnostics GRE

System Status > « x e Tab operstion =

Basic Network "
WAN LAN

Interfaces - WAN

On this page you can configure the network interfaces You can bridge several interfaces by ticking the "brdge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation TnrerFace . visiNg (£, eths. 1)

General Setup Advanced Settings
Use gateway metic g

Override MAC address 54

Overnide MTU | 5o

2.2.4.2 Static address configuration

‘Static address’ settings for wan mode seems like below. You can set the IP
addresses of the same network segment of our routers to the upper-level router,
then set the gateway same to the upper-level router, finally set the DNS address
selectively. Then our router can access the network. You can also check static address
status for wan mode by clicking ‘System status’---‘overview’. All about this are as
follows.
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System Siatus »® " Tab opesstian =
Basic Network: network interfaces separated by spaces. You can alse use VLAN notation nTerFace. v (e.0.: etha.1).
Switch
General Setup Advanced Settings
Hostnames
Status Uptime: 5 Om G
Static Routes % MAC-Addrese: 34:04 R85 242425
eth R 11 57 KB (74 Pkts )
vl N TX ATBO0B (5 Phis)
Mobile Metwork: Protocall - siatic sddress v
Wineless Nehwork P4 address]  1o2168.1.10
SRt 1Py4 netmask| 255 2259550 v
Static address
IPv4 gateway] 19216811
Advanced Network
1PvA broadcast]
VPN Configuration *
51 5| el
Use custom DNS semvers) .4 104 114 114 il
System Management
System Diagnostics
Logout
System Status  ~ “ Wired Metwork % = x M Tab operation
Metwark
IG/4G WAN Status Address: 10 738 245 206
Gateway: 10,238 245 205
DNS 1: 211.136.17.107
DNS 2: 211136.20 203
Reslime Graphs Modem Type: FOO-LTE/TDD-LTE/WCDMA/TD-SCOMA/EVDO/COMA/GSM
Modem Model: FORGE SLMTI0B
#% Modem IME: B58621025613344

Basic Network ~

Switch

Hostnames

JgwanT Modem IMSI: 460042240700071

Network Operator China Maobile
Current Network Standard: 7DD LTE
USIM Status: simready
ConnectStatus: connected

RSSI: 76 wet (-51 dBm /B3%)
Connected: 15h 16m 23z

Wired WAN Status

-
etho

Type: static

Address: 192 168 1.10
Netmask: 235 255 2550
Gateway: 19216811
DNS 1: 174.714.174.714
Gonnected: 0h Tm 135

Active Connections

2.2.4.3 PPPoOE configuration

276 16384 (1%)

‘PPPoE’ settings for wan mode seems like below.You need to fill in the correct

broadband account username and password and save the configuration.All about

this are as follows.
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System Status > “ ® Owerview % " Tab operatic

WAN LAN

Basic Network

Switch Interfaces - WAN

0n this page you can configure the network interfaces. You can bridge severalinterfaces by ticking the “bridge interfaces” field and enter the names o

Hostrames .
several network interfaces separated by spaces. You can alzo use YLAN notation InTERFAcE. viannR (£.0. etha.1)

Wired Network ‘Beneral Setup Advanced Settings

Mol histaek: Status " R 0.00B (0 Pkis.)

wan T 0.00 B (0 Phts)
Wireless Network

Pratocal L
Dynamic DNS
Static addracs PAP/CHAP usemame
Advanced Netwosk PAP/CHAP password &
VPN Configuration Access Concentrator

System
Service Mame | auin

Sysztem

System Siatus . “ ® Overview X System X System Log % " Tab opersti

General Setup Advanced Settings
Enable [Pv& negotiation on the PPP link

Use default gateway @

Realime Graphs Use gateway metric  4p

Basic Network
Liz= DNS servers advertised by peer @

Advanced Network > eif wecked, the adverhsed DNE 52

VPN Configuration > LCP echo fallure threshold o

System Management
LCP echo interval

o

System Diagnostics

Logout

Inactivity timeout |

Override MTU | 1spn

Then you can check the PPPOE configuration for wan mode by clicking ‘System
status’---'overview’ as below.
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System Status “ Wired Network X x System X System Log X » Tab operatior

3G/4G WAN Status Address: 10 238 245 208

Gateway: 10 238 2458 205

DNS1: 21113617 107

DNS 2: 217.7136.20.203

Modem Type: FOD-LTE/TCD-LTE/WCDMA/TD-SCDMA/EVDO/COMA/GSM

Modem Model: FORGE SLMT30E

Processes 2 Modem IMEL 858621023613344

3gwanl Modem IMSI: 460042240700071
Network Operator: China Mobile
Current Network Standard: TOD LTE
USIM Status: simready
ConnectStatus: connected
RESL: 26wt (-61dBm /83%)
Connected: 150 25m 585

Reaffime Graphs.

Basic Network >

Advanced Network *

VPN Configuration * et Sils P;:EED.?\;D 04
#%  Netmask: 255.255.255.255
System Management pppos- Gateway: 10.007

wan DNS1:10001
DNS 2: 174174114174

System Di tics
ystem Diagnos Connected: 0h Tm 592

Logout Active Cornections | J4T 7 TR3BA (1%)

2.2.4.4 Default gateway modification

Sometimes you need to modify the router's default gateway address
192.168.1.1 to prevent others from easily logging into your router or when bridging
other routers to avoid conflicts with other networks. You can modify the
default gateway like below.

V& mam * Wy j
<« c i(i) Mot secure gi-bin/luci/;stok=ebc774799bf411d8614310b74536abe? Q or ¥r
= Apps study Other bookm

M2M wireless terminal Cellular Route

System Status “ % | oveviewx  Systemax  Systemlog % W Tabopesst

Basic Network e WAN LAN

Safich Interfaces - LAN

Hostrames On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bndge inierfaces” field and enter the names
several netwark interfaces separated by spaces. You can also use MLAN notation TMTERFACE. VLANKR (2.0, stha.1).

Static Routes

Mt i General Setup Advanced Settings

Mobile Network:

Wireless Mebwark

Dynsmic DNS

Static address

Advanced Network >

VPN Cenfiguwration *

System Management

System Diagnostics

Logout

Siatus

Uptime: 0h 14m 425
s MAC-Address: 34.0A 6824 2424
RO: 42 23 MB (400984 Phas )
TX: T40.14 MB (346728 Phis)
WPv4: 172.16.0.1/24, 122 168.5.1/24

br-lan

Protoco)

1PvA addresq

|Pv4 netmas!

Static address v
182.168.51
255.255.255.0 ¥

IPv4 gateway

IPv4 broadcast

Use custam DNS servers

2.2.4.5 Dhcp sever configuration

For this part ,you can choose to set the router to turn on or off the dhcp server,
at the same time to set the LAN host start ip address and range.
When you turn on the dhcp server function,the LAN hosts only need to keep its
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network adapters automatically acquired and then there is an access to the internet.

When you turn off the dhcp server function,the LAN hosts which has been set its
network adapters automatically acquired will fail to get local ip address and can’t surf
the internet. If you encounter this situation, you need to manually set the ip address
for the LAN host to the same network segment as the router and set the dns server
manually.

Cverview X System % Sysiem Log X ”» Tab operatit

System Status “ x

Basic NMetwork

General Setup
Ignore interface
Start  4op
Lmit | y5p
Dynamic DNS Leasetme  {2h
Stafic: address.
Advanced Network * DHEP-Cotons 1.4 114 114 114 ]
VPN Configuration »
.
2.2.5 Mobile Network

2.2.5.1 Dhcp client mode for 3/4G

The router system is set to dhcp client mode for 3/4G by default,which means
the router device itself will automatically dial to connect to the carrier network when
inserted a SIM card and it always takes about 1-2mins. After that you can surf the
internet by using wired or wireless methods to connect to the router.

The dhcp client mode for 3/4G is suitable for most operators SIM card scenarios,
such asordinary mobile phone traffic SIM card, Internet of things terminal special
network SIM card, VPDN private SIM card. An example is as follows.
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System Status

Basic Network

Advanced Network >

VPN Configuration *

System Management

System Diagnostics

Logout

System Status

Reslfime Graphs

Basic Network

Advanced Network >

VPN Configuration »

System Management

System Diagnostice

Logout

Wired Network % Overview % | System x

» Teba

SGWANT

Interfaces - 3BWAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the na
several network interfaces separated by spaces You can alse use VLAN notation InTerFAcE .vLang (2.0, sthe.1)

General Setup Advanced Settings

Status

Protocol

Hostname to send when reguesting DHCF
Metwork Type

APN

PIN

PAP/CHAP username

PAP/CHAF password

Uptime: 16h 17m 295
s MAC-Address: 1277 ABBE.ESAA

IPva: 10,238,249 206/20

v

M21

Auto v

crmnet

L ‘Wired Network X = System X Motbile Network % L Tab opesation 1
Router Model ZR2000 Reference Board Product 1D 1120ZR21805080001
Firmrare Version OSDK Premium Wireless Router V1.0.6.0518 Hardware Class Single Model Single Card
Kernel Version 338 Hardware Version vi2
Local Time Sun May 2013.04:27 2018 MAC Address 34:0a3.68:24:24.24
Uptime 16h 39m 185 WAN Mode 3G/4G and Wired
Load Average 001,059,120 Vendor OEM
Metwork
/4G WAN Status Address: 10 238 249 206

&~
gwan]

Gateway: 10,238 249.205
DNS1: 211136 17 107

DNS 2: 211.136 20,203

Modem Type: FOD-LTE/TOD-LTE/W!

Modem Model: FORGE SLMTI0B
®  Modem IMEL: 53627025673344
Modem IMSI; 460042240700077
Network Operator: China Mobile
Current Network Standard: TOD LTE
USIM Status: simready
GonnectStatus: connected
RSSI: 25 woi (-63 dBm / BO%)
Connected: 16h 36m 245

DMATO-SCOMA/EVDD/COMA/GSM

Wired WAN Status

2.2.5.2 PPP mode for 3/4G

Mot connected

The ppp mode for 3/4G is sometimes suitable for these operators SIM cards
scenarios when you insert a SIM card (Internet of things terminal special network
SIM card or VPDN private SIM card)to the router,it can not be connected to carrier
network by using dhcp client mode.Here is an example.
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System Status

Basic Network

Switch

Hostnames

Dynamic DNS

Static address.

Advanced Network >

VPN Configuration >

Systermn Management

System Diagnostics

Logout

System Status . w

" Wired Network % Owerview X | System % ®
General Setap Advanced Settings
Status Rt 000 B {0 Pkts.)
3gwanl 1000 B (0 Pkts )
Protocol E v
Network Type  auto L
APN
PIN
PAP/CHAP username
PAP/CHAP password =
Service TypE  UMTS/TDS-COMA/GPRS ¥
Dial Number  sogs -
Authentication Type  auto T
Local P Address
Wired Metwork X ®| System X Mohils MNetwork % (] Tab operstion *

Reslfime Graphs

Basic Network. >

Advanced Network *

VPN Configuration >

Syztem Managemernt

System Diagnosfics

Logout

Firmware Version
Kemel Version
Local Time
Uptime

Load Average

Metwork

IG/4G WAN Status

Wired WAN Status

0SDK Premium Wireless Rowter V1.0.6.0518

338

Sun May 20'13:13:02 2018
T6h 47Tm 53
017,034,082

Hardware Class
Hardviare Versian
MAC Address
WAN Mode
Vendor

Single Model Single Card
vi2

IA0a68 242424
3G/45 and Wired

OEM

bwani

Address: 10.112.33 T4
Gateway: 10.64 64 54

DNS 1: 2171.136.17.107
DNS 2: 21113620 203

Modem Type: FOD-LTE/TOD-LTE/WCDMA

Modem Model: FORGE SLMTI0E
Modem IMEL: BE2621025613344
Modem IMSI: 460042240700077
Metwork Operator. China Mabile
Cusrent Network Standard: TOD LTE
USIM Status: simready
ConnectStatus: connected

R§S8I: 25 40 (-63dBm /80% )
Gonnected: 0h Tm 175

TD-SCOMA/EVDO/CDMA/GSM

Not connected

2.2.5.3 VPDN / APN SIM cards configuration

Sometimes the sim cards inserted to the router cannot be used for successful

dial-up unless you fill in the correct APN username and password, especially when
you use an loT terminal SIM cards or VPDN private SIM cards. Sometimes if you even

have no ideas about whether your SIM cards have that APN information, just ask

your carrier/ISP(Internet Service Provider) for much help. For above, you should
better configure your router like this below.
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Systemn Status > “ WWired Network X Owerview X Systam x x s

Basic Network = Interfaces - 3GWAM1

On this page you can configure the network interfaces. You can bnidge several interfaces by ticking the "bridge interfaces” field and enter th
several network interfaces separated by spaces. You can also use VLAN notation TnTErFAcE. vianng (2 0.0 etha. 1)

‘General Setup Advanced Settings
Status Uptime: Ch 10m 17
Fo) MAC- Address: 1271 AB-BSESAA
athz BX 195.19 KB (733 Pkiz.)
T 17170 KB (1885 Pkts )
IPva: 10.123103.27114/29
WWireless. Network
Protecol | DHCP client v
Dynamic DNS
o = Hostname to send when requesting DHCP  yong
Advanced Netwaork > Network Type | auto ]
VPN Configuration > APNL  ctupdn
Systemn Management PIN
System Diagnostics PAP/CHAP usermamel  ddjis@124159
) et PAP/CHAP password]  wessssssesssses =

2.2.5.4 How to enforce 4/3/2G

By default, our router sets up an automatic network mode, which means that it
can automatically adapt itself to 2, 3, and 4G networks based on the signal quality of
the surrounding base stations.

If you want to check whether your router can effectively support 4/3/2G
network mode or not ,there is also a way for you to do that,namely to enforce
4/3/2G network.Here i will take China Telecom SIM card whose 4/3/2G network
modes are equal to FDD-LTE/EVDO(HDR)/CDMA modes in turn as an example.

When you try to enforce the router to 4G/FDD-LTE network mode(sometimes if
it doesn’t work well,just reboot your router ),you can configure and check it like
this:

System Status > - System Disgrostics Ovenviaw x = |

Basic Network ok 3GWANT

Interfaces - 3GWAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and
several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.vLANNR (.0 etha.1)

General Setup Advanced Settings
Status Uptime: Oh Om 485
s MAC-Address: ES:39-88.73.7D.34
A b bR i ;{r—?z ROL: 260.68 KB (444 Phis.)
To: 40,12 KB {452 Pkts )
g 2417
D TS 1Pw4: 100.89.138.241/30
Pratocal o ol

e i ratocol | DHCP client A
Advanced Netwosk Hostname to send when requesting DHCP MZNA
VPN Configuration Pletwark Type v
System > APN. - censt
System L

Systern Log PAP/CHAP Usermame  parg

Hermel Log

PAP/CHAP password anee =
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System Status . Ll System Disgrostics X e x Mabile Metwork X » Tab operstion

Router Mame M2M Product Name
Router Model ZRZ000 Reference Board Product 1D
Firmware Version QSDK Premium Wireless Rowter V1.0.6.0518 Hardware Class Single Model Single Card
Kernel Version 338 Hardware Version viz2
Local Time Sun May 20 13:48:34 20N 8 MAC Address 34:0a:68:24:24:24
Realfime Graphs Uptime Oh 17m 568 WAM Mode AG/AG and Wired
Load Average 003,011,020 Vendor OEM
Basic Network
Advanced Network *
Network
NP Continmation 3G/45 WAN Status Address: 100.89 138 241
Gateway: 10089 138242
Systemn Management DNS 1: 202967238 .86
DNS 2: 202586134 133
System Diagnostics Modem Type: FOD-LTE/TOD-LTE/WCDMA/TD-SCOMA/EVDO/COMA/GEM

Modem Model: FORGE SLMTI0B

= Modem IMEI: 268621025873344

Logout Jgwanl Modem IMSI: 460030910858829

HNetwork Operator: Chingle

Gurrent Network Stand;

USIM Status: simready
ConnectStatus: connected

RS81: 79 . (-T5dBm /61% )

Connected: 0h 1m 255

Wired WAN Status
Mot connected

When you try to enforce the router to 3G/EVDO(HDR) network mode(sometimes
if it doesn’t work well,just reboot your router ),you can configure and check it like
this:

System Status » “ Dwverview X x

Basic Network 3GWANT

Interfaces - 3GWAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field
several network interfaces separated by spaces. You can also use VLAN notation InNTERFACE. VLANNR (€. etha.1).

General Setup Advanced Settings

Siatus Uptime: 05 Om 355
©  MAC-Address: 07.04:38-02.26:44
‘;"2 RX: 0.00 B {0 Pkts.)
ENL . 838 KB (121 Phis )
IPv4: 10,98 93 189/30

Protecol | DHCP clisnt v
Advanced Nebwork Hostname to send when reguesting DHCP  paz2m
VPN Configuration * Network Type v
System Management APN  cinet
System Diagnostics PIMN
Logout FAP/CHAP usemame  carg
PAP/CHAF passward  sese =
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Systemn Status " x Mobfe Mataork

Fouter Model Product ID
Firmware Versicn Q50K Premium Wireless Rowter V1.0.5.0518 Hardwaze Class Single Medel Single Card
Kemnel Version 338 Hardware Version viz2
Local Time Sun May 20 14-02:45 2018 MAC Address 34:0a:68:74:24:34
Uptime Oh 5m5s WAN Mode 3G/46 and Wired
Reslfime Graphs Load Average 0.08.0.27,0.13 Wendor OEM
Basic Network
Advanced Network * Nelwork
3G/4G WAN Status Address: 10.98 95185
VPN Configuration > Gateway: 10 92 90750
DNS1: 115168 2541
DNS 2: 1151682542

Fie eI RESRENICTR e Modem Typa: FDD-LTE/TDD-LTE/WCDMA/TD-SCDMA/EVDO/CDMA/GSM
Modem Model: FORGE SLM7308
Modem IMEL: 868521025613341
Modem 6003091 0858829

Systemn Diagnostics

Logout

ConnectStatus: connected
RSSE: 31 .on (-51 dBm / 100% )
Connected: Oh 1m 53s

Wired WAN Status It
Mot connected

When you try to enforce the router to 2G/CDMA network mode(sometimes if it
doesn’t work well,just reboot your router ),you can configure and check it like this:

System Status ? L vark

Basic Metwork
Interfaces - 3SGWAN1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and en
several network interfaces separated by spaces. You can also use VLAN notation INTERFACE. vLakNER (€.0.- etha.1).

General Setup Advanced Settings

X 5 Uptime: Ch 4m 245
ST et 5 MAC-Address: BA57:5250 10:7A
-Tr;z RX: 45.21 KB (166 Pkis.)
Wirefess Metwark ST T 28.06 KB {325 Phts.)

IPv4: 10.160.57,151/28
Dynamic DNS
Pratocal  DHCP client v
Static address.

Hostname to send when requesting DHCP pazia
Advanced Network *

VPN Configuration *

APN ctnet

System Management

PiN
System Diagnostics

FAF/CHAP username  capj
Logout

PAP/CHAP password  sses

0
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System Status - “ Mobie Matwork ¥ 3 [ Tab

Router Name MZM Product Name
Router Model Product 1D}
Fumware Version Q50K Premium Wireless Router V1.0.6.0518 Hardware Class Single Model Single Card
Kemel Version 338 Hardware Version w12
Local Time Sun May 20 14:15:49 2018 MAC Address 34:0a:68:24:24:24
Uptime Oh 6m 34s WAN Maode 3G/46 and Wired
Load Average 012,021,813 Vendor OEM
Basic Network
Advanced Network > Network
VPN Configuration > 3G/4G WAN Status Address: 10.160.97.151

Gateway: 10.160.97 152

DNS1: TT5.168.254.1

DNS 2: 1T5768.254.2

Modem Type: FDD-LTE/TOD-LTE/WCDMA/TD-SCOMA/EVDO/CDMA/GSM

System Diagnosfics Modem Model: FORGE SLMTI0E

& Modem IMEL 0x801BBTGE

Jgwan] Modem IMSI: 460030910858829

Metwork Operator China [elecom

STRA ST

System Manapement

Logout

' YIRS
ConnectStatus: connected
RSSI: 23 i (-B7dBm / T4%)
Connected: 0h 5m 43

Wired WAN Status
Not connected

?

2.2.6 Wireless Network

2.2.6.1 AP hotspot /Master mode

For this part, you can do some WiFi ap hotspot mode settings. You need to turn
on WiFi first, and then your phone, Ipad and the computer connected to the router
can access the Internet.

System Status > 4 | Overviewx  Backup/ Flash Firmware % x W Taboperat

Basic Network

wifil: Unknown 72
Swich

Wireless Overview

@ Generic Atheros 802.11bgn (ifi0)
@ ssiD: 424 | Mode: Uinknown :
0% Wirciess is disabled or nat associated ENABLE EDIT REMOVE

You can also do some more specific configuration, such as modifying the hotspot
SSID name, wireless password, encryption type, etc. All about this will show as
below.
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System Status > Cverview 3 Backup / Flash Firmware 3 x

Basic Network
wifi: Master "2

Wireless Network: Master "Z h)
The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or an
Stafic Routes hardware is multi-SSID capable). Per network settings fike encryption or operation mode are grouped in the Interface C

Wired Network ; :
Device Configuration

Mobie MNetwork

General samp Advanced Settings
Wireless Network
Status Mode: Master | SSID: Z
Dynamic DNS ., BSSID:34.04.68:24:24.26 | Encryption: None
235 Channel: 5 (2 437 GHz) | Tx-Power: 19 dEm
* signal: -64 dBm | Moise: -25 dBm

Stati f h

ShEs s Bitrate: 144 4 Mbit/s
Advanced Network ‘Wireless network is enabled [ TNz
VPN Configuration Channel  auto B
System - Transmit Power

T 19 dBm (79 m\W) A

System Status - Owerview Backup / Flash Firmwars > e =

Basic Network
Interface Configuration

General Setug Wireless Security Advanced Settings
Essio | z
Stabe Routes
Wired Nebwork Maode Access Point -
Mobie MNetwork Metwrork agwant: 2
Wirsless Nebwork
- tan: 2o
Dynamic DNS
n2Zn: of

Static address:
wan: g

Advanced Network
] create:

VPN Configuration

System
Hide ESSID

System Status “ Crerview X Backup / Flash Firmware x

-66 dBm | Moige: -95 dBm
Bitrate: 144 4 Mbit/s

Switch
Wireless network is enabled DISABLE

Hosinames

Basic Network

Channel auto v
Stalic Routes

Transmit Power o m
Wired Network 15 dBm (79 mW) v

Mobite Metwork

Wireless Network
Dynamic DNS _
Interface Configuration
Stabc address :
General Setup Wireless Security Advanced Settings
Advanced Network
Encrypticn No Encryption v

VPN Configuration
'WEP Cpen Sysiem
'WEP Shared Key

System WPA-PSK
. : WPAZ-PSK
System > BACK TO OVERVIEW WPA-PSKIWEAZ-PSK Mixed Mode
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When your terminal device is connected to the router through a WiFi hotspot,
the web page should look like this.

System Status > o Ovenview % Backup / Flash Firmware x » Tab operal

Basic Network ~

wifi: Master "2
Swilch

i Wireless Overview

Static Routes

(g, Generic Atheros 802.11bgn (wifi0) -
Wired Network &Y
50 Channel: 5 (2437 GHz) | Bitrate: 144 4 Mbit/s SCAN ADD

Mobie Netwark i SSID:Z 4| Mode: Master =
43% BSSID: 34:04°68:24:24:76 | Encryption: Nore DISABLE | EDIT N REMOVE

Wireless Network

Dynamic DNS
Associated Stations
Static address

Advanced Network
SsiD MAC-Address IPvé-Address Signal Noise RX Rate TXRate

VPN Configuration J z ABOCEIAZCEF2 1921681166 -54 dBm -95 dBm 59.1 Mbit/s 70.1 Mbit/s

2.2.6.2 Wifi-client mode

For this part,you can set your router to wireless client mode, which means when
you have no other available network, you can make your router accessible to the
network by connecting it to other wireless network hotspots around you. And then
your phone, Ipad and the computer connected to the router can also access the
Internet.

Firstly, you need to turn on the wifi hotspot by clicking the ENABLE button, which
is off by default.

System Status > « x

B Tsboperstion

Basic Network ~

WifiD: Unknown *2
Swich

Wireless Overview
Hosinames

# Generic Atheros 802.11hgn (wifi0) scaN
@ SSID:Z.... e wrerer | Mode: Unknown
Pl s @ RENOVE

Assaciated Stations

Secondly, you can search for other available wireless hotspots around you, and
then enter its wireless password to join the network. And you can configure it
according to the following operation figures.
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System Status > “

W Taboperatic

Basic Network  ~

Switch

Hostnames:

‘Stafic Routes

Wired Network

Mobile Network

Wireless Network

Dynamic DNS

wifil: Unknown *Z

Wireless Overview

w Generic Atheros 802.11bgn (wifi0)
=L Channel: 11 (2 452 GHz) | Bitrate: 144 4 Mbit/s

BSIDZ . v cucrer | Mode: Master
0% BSSID: 34:04 68:24:24:25 | Encryption: None

Aconnintad Gtatinne

o] =]

DISABLE EDIT REMOVE

System Status > “

» | Taboper

Basic Network -
Swikch
Hostnames
Static Routes
Wired Network
Mobile Network
Wireless Nelwork
Dynamic DNS
Slatic address

Advanced Network
'VPN Configuration

System

System Status

Basic Network
Switch
Hosinames
Static Routes:
Wired Network
Mobile Network
Wireless Metwork
Dynamic DNS
Sialic address

Advanced Network

VPN Configuration

System

Join Network: Wireless Scan

ZLWL-HUAWEI
Channel: 1 | Mode: Mdster | BSSID: 83 CE FADT 92 5C | Encryption: mixed WEAWPA? - PSK

HUAWEI RIO-ALDO
11% Channel: 1 | Mode: Master | BSSID: 98:E7-F5£5:68'CE | Encryption: WPAZ - PSK

4 HomeCloud_9D3C45
70% Channel: 1 | Mode: Master | BSSID: 02.0AEB:90:3C.44 | Encryption: WPAZ - PSK

ol X283
G7% Channek: 7 | Mode: Master | BSSID: 02 00 E7.B7 5373 | Encryption: WPA? - PSK

d
70% Ghannat: 3 | Mode: Master | BSSID: DB:42:AC-CS'F7-70 | Eneryption: mixed WPA/WPAZ - PSK

d
507 Gnannei: 3 | Moge: Master

# ZLWL-HUAWEIZ
52% Channel: 11 | Mode: Master | BSSID: 3C:DFEDDT-BT-4C | Eneryption: WPAZ - PSK

0 s¥X301

: 60:88.0C:175A 6 | Encryption: mixed WPA/WFAZ - PSK.

JOIN NETWORK

JOIN NETWORK

JOIN NETWORK
JOIN NETWORK

JOIN NETWORK

JOIN NETWORK

JOIN NETWORK
57% Channal: 6 | Mode: Master | BSSID: C8D3'A319:39:B4 | Encryption: mixed WPA/WPAZ - PSK.
1n e
“ x

Join Network: Settings

Replace wireless configuratio§ &

WPA passphras JO—

Name of the new networ| wWwan

Create / Assign firewal -zong

unspecified -or- create:

-
=

Finally, you need to check again to confirm these wireless configuration
parameters, and then save it.

Interface Configuration

General Setup Wireless Security Advanced Settings

essio [Ziwi-HUAWE!

Mode | ciient -

Metwork

Sgwan1: g2

tan; g5

create




Interface Configuration

General Setup Wireless Security Advanced Settings
Encryption | WPAZ-PSK
Cipher | auto
Key -

Interface Configuration

General Setup Wireless Security

Advanced Settings:

BOZ11h

UaPSD Enable

Muiticast Rate

Fragmentation Threshold

RTS/CTS Threshold

Wb Made [

When the wireless client mode is in

]

effect, the wireless information status

should be like below. After that, your computer or other network devices can access

the network by connecting to the router through a wired connection.

System Status > % | Overview x

M Taboperation®

Basic Network

WifiD: Client "ZLWL- HUBINER
Switch

Wireless Overview
Hosinames

Static Routes

Wired Network - Generic Atheros 802.11bgn (wifi0)

Channal: 1 (2 412 GHz) | Bitrate: 130 Mait/s

Mobile Network @il SSID: ZLWL-HUAWE! | Mode: Client.

Wireless Network

100% BSSID: B8:CEFA D792 5C | Encryption: -

Dynamic DNS
Associated Stations
Static address

Advanced Network
ssip

VPN Configuration

System Status # | Wireless Network x

IPvd-Address

Signal

DISABLE REMOVE

Noise RX Rate

TX Rats

Owerview
Firewall

RS DHCP Leases

Hostname
Processes

myziwl
Realfime Graphs w07

Basic Network

Advanced Network > Wireless

VPN Configuration >

System Management

System Diagnostics

Generic 802.11bgn Wireless Controller (wifi0)

IPv4-Address
192.168.1.134

192168.1.148

MAC-Address.
ec:0c:43:10:31:4c

00:60:4¢:21:13:20

SSIDx ZLWL-HUAWEI
Mode: Client
4l Channel: 1 (2412 GHz)
100% Bitrate: 130 Mbit/s
BSSID: 88-CEFA-0T92:5C
Encryption: -
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2.2.7 Dynamic Dns

Dynamic DNS allows that your router can be reached with a fixed hostname
while having a dynamically changing Public IP address.
That is to say, the precondition for using this function is that the IP address of
WAN port of the router device must be a dynamically changing public IP address. If
so,you can make a DDNS configuration as follows.

System Status

Basic Network
Switch

Hostnames.

Wired Metwork:

Mobile Nehwork:

Wireless Network

Dynamic DNS

Static address

Advanced Network >

VPN Configuration >

System Managemeni

System Diagnostics

Logout

4

NMobéde Network X

Oveniew X

- |

MYDDMNS

2.2.8 Static Address

Enable

Event interface

Serwice

Hostname

Usemame

Password

Source of IP address

URL

Check for changed IP every

Check-time unit

Force update every

Force-time unit

i

S3gwan

3322.0rg

chma.f3322.net

Fydn3322

http-ffenww. 3322 net/'d

10

min

72

n

For this part, static leases are used to assign fixed IP addresses and symbolic
hostnames to DHCP clients.You can just configure the router like below.

System Status >

Basic Network =

Mobile Metwork

Wireless Metwork

Dynamic DNS

Static address

Advanced Network *

VPN Configuration *

System Management

System Diagnostics:

Mobda Network X

Overview X x

M Tab ap

Static address

Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames ta DHCP chents. They are also required for non-dynamic interface
configurations where only hosts with a corresponding lease are served
Use the Add Button to add a new |ease entry. The MAC-Address indentifies the host, the I1Pv4-Address specifies to the fixed address to use and the
Hostname is assigned as symbolic name to the requesting host

Hostname MAC-Address |Pvd-Address
pco0t ec:Dci43:10:31:4c {192.168.5.134) ¥ 182.168.5.134 ¥ E
pcd0z2 ec:32:33:10:2a.3c v 182.168.5100 ¥ m
Active DHCF Leases
Hostname IPvd-Address MAC-Address Leazetime remaining
myziwl 192.168.5134 ec0c:43:10:37:4c 1Th 5Zm 51s
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2.3 Advanced network

2.3.1 Firewall

2.3.1.1 General Settings

In this section, you can view and check the default firewall policies of the router
system. Obviously we can see that the system's default entry and exit and forward
rules are all allowed, so you only need to keep the default configuration unless you
want to do some other different configuration policies. Here is the default
configurations for general settings and zone settings as below.

System Staius > “ x ‘ Port Forwards

Basic Network >

General Settings Traffic Rules Custom Rules

Advanced Network

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow

General Settings

Enable SYN-flood protection )

Drop invalid packets

input | accept v
Dutput accept L
Forward | accept v
Zones
Zone = Forwardings Input Output Forward Masquerading MSS clamping
wlwmee] - ) ey ) —

L potpl: n I2tg1: 1 > ACCEPT| sceept Y  sceept ¥ aceept ¥ - v

2.3.1.2 Traffic Rules

In this section,you are free to do some traffic restrictions rule in incoming and
outgoing directions of the router by clicking Add New Forward Rule. For example,
you can do some restrictions based on the network port, ip address or mac address,
etc. At the same time, you can also do some more advanced SNAT configuration to
achieve your control purpose. It seems like below.
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System Status > “ ® | Poct Forwards W | Taboper

Basic Network >

General Settings  Traffic Aules Custom Rules
Advanced Network ——
Firewall - Traffic Rules
Firewall
Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router

Port Forwards
Traffic Rules
Dz
Name Match Action Enable Sort
s
{Pva-UDP
Allow-DHCP-Renew From any hostin wan Acceptinpat é« B E m
itk To any router IP at port 68 on this device
Serial Utility IPvA-ICMP with type echo-request
MM Plstform To any router IP on this device
PvE-UDP
tocakon Allow-DHCPYG Fram IP range FESC.0.0:0-0.0:00/10 0 wan with source part 547 Accentinput @ | m
Ta [P range FEB0.0.0.00.0.0.0/10at port $460n this device

UPNP

1PvG-ICMP with types echo-request, echo-reply, destinatio pack 3
ded, bad-header, unk header-type, router-salicitation, neighbaur-

Metuwork Monitor 7
Alow-CHPv&-rput soliitaton. routc o tooopes perseeord. @ <~ [[Enl
From any hostin wan

VPN Configuration

To any router (Pon this device

IPVG-ICMP with types ec

time-

-unreachable. packet-toa-big,

ader-pe Avcspt forwardand Imitto 1000pkts per secand @ & @ m DELETE

System >
Allow-ICMPVE-Forward

System To any hostin any zons

Mew forward rule:

Name Source rone Destination zone

new ruls 1 | lan ¥ wan ¥ ADD AND EDIT. .

Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN addresses to internal subnets

Name Match Action Enable Sort

This section contains no values yet

Mew source NAT:
Name Source zone Destination zone To source IP To source port
New SNAT ru lan ¥ wan ¥ - Plasse choose— ¥ Donotrewrts ADD AND EDIT..

2.3.1.3 Custom Rules

For this section,you can do some other firewall rule configurations by writing a
script if you are not a newbie. But if you don't have any ideas with this, please just
keep it unchanged to avoid unnecessary troubles.

Systemn Status * L] = Port Forwards %

Basic Network >

General Setungs Traffic Rules Custom Rules

Advanced Network

Firewall - Custom Rules

Firewall

Custom rules allow you to execute arbritary iptables commands which are not otherwise covered by the firewall framewor
Pori Forwards leaded

# This file
# Put your cust
# be executed with each firewall (re-)st

varding_mnate -5 1
-ippp+
les -A& input_rule -i ppp+ -p gre - ACCEPT ## luci-ap

ci-app-pptpd
PT ## luci-app-pptpd

21212.0/24 -j ACCEFT #
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2.3.2 Port Farwards

For this section ,you can freely add some port forwarding rules as you want. Port
forwarding allows remote computers on the Internet to connect to a specific
computer or service within the private LAN.

System Status > “ x Overview %

Basic Network >

Firewall - Port Forwards

Advanced Network Port forwarding allows remote computers on the Internet to connect ta a specific computer or service within the private LAN.

Firewail

Port Forwards
Port Forwards Name Match Farward to Enable Sert
DME X
This section contains no values yet
QoS
Name Protocol External zone  External port  Internal Zone Internal IP address Internal port
UDP Relay
New Rule TCP+UDP v wan v Any lan ¥ 192.168.1.134 (myziwi) A Any

Serial Utiity

Of course, you can do some more detailed configuration when you add the
forwarding rule and select the EDIT button.Here is an example for users.

System Status > “ x Overview x .

Basic Network >
Firewall - Port Forwards

Advanced Network Port forwarding allows remote computers on the Intemet to connect to a specific computer or service within the private LAN.

Firewall Port Forwards

Port Forwards Name Match Forward to Enable Sort
DMz IPv4-TCF, UDP
New Rule From any hostin wan IP792768.1.134in lan -/ =

i Via any router IP

Name Protocol External zone  External port  Internal zone Internal IP address Internal port

Newportforw:  TCP+UDP v wan v Ay lan v v Ay m

System Status > “ x Overview x

Basic Network >
Firewall - Port Forwards - New Rule

Advanced Network This page allows you to change advanced properties of the port forwarding entry. In most cases there is no need to modify those settings.

Firewall

Rule is enabled DISABLE
Port Forwards

Name
DMZ MNew Rule

QoS Protocol | TCP+UDP v

HEE heetay Source zane

|

Sesial Utility

M2M Platform
Locabion Source MAC address
UPNP

HNetwork Monitor Source IP address | any v

VPN Configuration

source port | any

Cisctam
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internal zone

Internal IF address | 192.168.1.134 {myziwl) A

@ Redirect maitched incoming trkffic fo

Internal port

Enable NAT Loopback | 1#

Extra arguments

2.3.3 DMZ

For this section, you can do some DMZ configuration.The DMZ host feature
allows one local host to be exposed to the Internet for a special-purpose service.

System Status > 4 Port Forwards x x

Basic Network >

Firewall - DMZ
Advanced Network The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service.
Firewall
Enable
Port Forwards
e Internal IP address | 152 162.1.134 (myziwl) v

QoS

UDP Relay

Serial Utility

2.3.4 QoS

With QoS you can prioritize network traffic selected by addresses, ports or
services. For this section, you still can do some host interface download/upload
speed limit rules and other more stringent classification rules.
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System Status > “ £ Trverview x

Basic Network

Quality of Service

Advanced Network Wwith QoS you can prioritize network traffic selected by addresses, ports or services,

St Interfaces
Port Forwards.
DM WAN
QoS Enable
UDPF Relay = x

Classification group default v
Senal Utility

Calculate overhead
M2M Platform

Half-duplex
Locafion
Download speed (kbit/s) 1024
Upload speed (kbit/s) 123
System Status > Ll x Querview x »

Basic Network >

Advanced Network

Firewall
Port Forwards =
Classification Rules

€z Target Source host Destination host Service Protocol Ports Number of bytes
QoS priority ¥ all v all A all A all A 22,53 A
UDP Relay

normal ¥ all A all A all A TCP A 20,21,25.30,110,443 903,005 v
Serial Utiiity

express v all v all v all v all v 5100 v

M2M Platform

-

2.3.5 UDP Relay

This function will allow you to forward udp package to other target network. You
can do that like this.

System Status > - COvreTwisw 2 E |

Basic Network >
UDP Relay

Audvanced NMetwork allow you to forward udp package to others

Configuration

Enabled g

Port Recy 40000
Sendta 1921688111
Port Send 40000

2.3.6 Serial Utility

For this part, you can do some serial-based application configuration, so that you
can conveniently transmit some collected data from the 232/485 serial devices

connected to the router by a 232/485 serial cable to the remote central data server
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in real time. This is a transparent transmission function which is similar to DTU.

For serial utility, there are three data transmission modes for you to choose. The
serial mode is a most commonly used by using transparent transmission. The second
transmission mode--Modbus, is a transmission control protocol based on modbus
devices. If you happen to have such an equipment, you can try to use this method.

Lastly, the ZLWL protocol is our company's custom protocol transmission, it
contains some specific data formats. If you want to use this method to ensure that
your data transmission is more private and secure, you also need to use this protocol
data format to modify and improve your data server so that it can correctly identify
and resolve the data.

System Status > - Cwerview ¢

Basic Network >

Serial Utility
Advanced Netwosk

Server Setting
Firewall

Enable

5 Communication Protocol | Serial -

ZLWwWL

QoS Met PMode hModbus |

UDF Red
st Socket Type TCP -

Serial Utility
Serial Timeout{ds) 50
M2M Platform

MTU 1024
Location
UPNE Heart-Beat

Mebamork MoniEor Device-ID

VPN Configuratiocm

Server IPPort I

Now i’ll give you a configuration example for serial protocol for 232/485 serial
devices. First of all, you need to select the TCP/UDP transmission type and configure
the IP address of center data server or configure some heartbeat packets which can
effectively detect whether the serial client and data server are connected properly in
real time. Here are the configurations as follows.

Systemn Status > ] Cwerview x 3¢ |

Basic Network > Server Setting

Enable @
Advanced Network

Communication Protecol | Serial -
Firevarall

Net Mode | client -
Secket Type | TCP -

Serial Timeout{ds) 50

mMTU 1024

Heart-Beat [

Location Heart-Beat Content hello

uPHP Heart-Beat Interval{s) 10

Network Mornibor
Device-iD

VPN Configuration

Server IPPort

B

I 182.165.1.134:8000
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System Status > 4+ Cverview ® ®

Basic Network

Serial Utility
Advanced Network
Serial Utili
Firewall o
Enable @
Port Forwards
Baud Rate 115200 v
SSN
R rtay Stop Bit 1 v
Serial Ulility
Data Bit ] v
M2M Piatform
Parity Bit MNO L4
Location
UPHNP
Serial Setting
Enable SSN Baud Rate Stop Bit Data Bit Parity Bit

td 115200 1 8 NO EDIT DELETE

2.3.7 M2M Platform - optionally

For this section, you can turn on the platform management function to put the
router device on the M2M platform server. In this way, you can remotely view some
network operating status of the your router and do some basic configurations
remotely in real time in any place where there is a network through a mobile phone,
ipad or computer.

System Status » 44 > |

Basic Network
M2M Server Center

Advanced Network

Firewall CEMTERSERVER

Port Forwards Start M2M Platform Control @)

DEZ

Start M2M Server [
'S

Device ID hello

UDP Relay

Heartbeat Interval{s) 10
Serial Uility
M2M Patfiorm Heartbeat timeout times 30
L Euadion) MZM Server Domain Optiona"y

UPMP

MZM Server Port 2000
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2.3.8 Location

Here we provide LBS-based location service function. You can not only view the
current location information of the router device, but also can transfer it to the
remote LBS server in real time by correctly configuring the server address and port
number.

It should be noted that at present, we have only adapted our LBS positioning
services for some specific communication modules,such as series module of SLM 730.
As for GPS function, it is not yet completed. We will add and improve this function
later. For LBS feature, it can be configured like below.

System Status > “ * |

Basic Network >

Status  Seftings

Advanced Network

Location information

Active LBS

Device Network Type MCC MNC Location information

3gwanl GSM/WCDMA/TD-SCOMA/LTE 460 1 LAC: 0x774a CID: 0x168

Page 34




System Status > 44 x

Basic Network >

Status Settings

Advanced Network

Location Upload
Firewall

Port Forwards

Enabled |«

DMZ
oS Server 192.1681.5
UDP Relay Port 5001
Serial Utility Socket Type | Top -
M2M Platform

Posrtioning Type LES I i¥
Locstion

Interval 5

5

2.3.9 UPNP

As we know, UPnP allows clients in the local network to automatically configure
the router. As this feature is not commonly used, so just keep the default
configuration.

System Status 4 Location % x

Basic Network >
Universal Plug & Play

Advanced Network UPNP allows clients in the local network to automatically configure the router

Firewall Active UPnP Redirects

Port Forwards Protocol External Port Client Address Client Port
DMz There are no active redirects.

QoS

UDP Relay

MiniUPnP settings

Serial Utility
General Settings Advanced Settings

M2M Piatform

Start UPnP and NAT-PMP service
Location

Enable UPnP functionality (g
UPNP

MNetwork Monitor Enable NAT-PMP functionality (¢

VPN Configuration Enable secure made (@)

2.3.10 Network Monitor

For this section, we’ll talk about the network monitoring feature that has two
detection methods. One way is that it allows the router to periodically ping and
check the destination ip address whether its network is normal or not. When
reaching the specified ping period and the error occurs, the device will reboot.
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Systemn Status > “ Location 3 =

Basic Network >

Advanced Network Enabled [

Firewall 3
Operating mode I Reboot on internet connection lost v

Port Forwards
Forced reboot defay o

Period 10m

Pinghost | 414414 114.114

© Host address to pi

Ping penod 50

Another way is that the router device will periodically reboot according to your
specific configuration.

System Status > “ Location % x

Basic Network >

Advanced Network Enabled [

Firewall
i Operating mode| | Periodic reboot X

Ferced reboot defay o

UDP Relay

Serial Utility

M2ZM Piatform

Localion

UPNP

Metwork Monifor

2.4 VPN configuration

In this section, we will continue to discuss some of the common VPN scenario
configurations used on the router device, such as GRE,PPTP/L2TP VPN/IPSEC/N2N
JOPEN VPN.

2.4.1 GRE

For this part, you can do some configuration by clicking the EDIT button , it
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sometimes like this figures below.

System Status > “ Location % x ‘ » e

Basic Network >
GRE VPN

Advanced Network >

Configuration

VPN Configuration

Network Status

Actions
J RX: 0.00 B (0 Piis)
e TX 0.00 50 Pﬁd‘:) CONNECT EDIT DELETE

System Status » 44 Location =

Basic Network >
Interfaces - GRE1

Advanced Network » On this page you can configure the network interfaces. You can bridge several interfaces by ticking 1
also use VLAN notation INTERFACE .VLANNR (E.G.: ethe.1).

VPN Configuration ~

General Setup Advanced Seitings
status 8 ROC:0.00 B (D Pkis)
grel TX:0.008 (0 Pkts.)
Protocol GRE -

Remote IP 1
N2ZHN VPN LR

Openy/PN Local i | 10.0.06

System Management Tunnel IP 19216853

2.4.2 PPTP

For this part, if you want to use the PPTP VPN feature, you must first have a
remote server with a public IP address and have already set up the routing and
remote access role. The server system can be windows sever or it can be based on
linux. Secondly, you need to create some user accounts for connecting to the server
later .

And now you can do some detailed configurations by clicking the EDIT button.
And the configurations should include VPN sever,PAP/CHAP Username,PAP/CHAP
Password. After saving them, you’ll soon see the router itself successfully connect to
the remote VPN Server.

System Status > 4 X | Overviewx b T
Basic Network >
PPTP Client  PPTP Server
Advanced Network >
VPN Configuration ~ Configuration

GRE Network Status Actions

PPTP i RX: 0.00 B (0 Pkts.} = =
X 0.00B (0 Pits) CONNECT STOP EDIT DELETE
Lome ppipl
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System Status 3 Ll x Cwverview X

Basic Network >
PPTP Client PPTP Server
Advanced Network >

Interfaces - PPTP1

©On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfai
also use VLAN notation INTERFACE . VLANNR (E.0. ethe.1).

VPN Configuration ~

General Setap - Advanced Settings
Status SH R 0.00 B (D Pkts )
pptpl T 0.00 8 (0 Pkts)
Protocol PPTP -

VPN Server | §0.205.217.221

System Management
PAP/CHAP username mclink

System Diagnostics
PAP/CHAP password | sessss &

[

Systemn Status 4 Overview ¥ *

Basic Network

PPTP Client PPTP Server
Advanced Network >

VPN Configuration ~ Configuration

GRE Network Status

_ Uptime: 0h Om 51s

| RX: 595.00 B (13 Pkis.)
TX-9.70 KB (137 Pkts.)
Address: 172.16.10.59

Gateway: 17216101

PPTR

2.4.3 L2TP

For this part, if you want to use the L2TP VPN feature, you also must first have a
remote server with a public IP address and have already set up the routing and
remote access role.The server system can be windows sever or it can be based on
linux. Secondly, you need to create some user accounts for connecting to the server
later .

And now you can do some detailed configurations by clicking the EDIT button.
And the configurations should include VPN sever,PAP/CHAP Username,PAP/CHAP
Password. After saving them, you’ll soon see the router itself successfully connect to
the remote VPN Server.
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System Status > « Cverview X x = -

Basic Network

LITP Client
Advanced Network >

VPN Configuration ~ Configuration

Network Status

Actions
. == ' RX.0008 (0Piis) connect | stop || eoimr f oELETE
i TX 0.008 (0 Pits) pabis

System Status » a« Owerview X 3

Basic Network >

LIZTP Client
Advanced Network >

Interfaces - L2TP1

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge inte
also use VLAN notation INTERFACE .. vLANNR (E.0. ethe.1).

VPN Configuration ~

GRE
PFTP
General Setup Advanced Settings
Status FH R 0.00B (D Pkis}
s 128p1 TX: QOO E (0 Pkts.)
NZN VPN Protocol L2TF -

OpenVPN
L2TP Server]  §0.205.217.221

Systermn Management
PAP/CHAP usermame test

System Diagnostics

PAP/CHAP password]  sessssss =
Systemn Status » “ x
Basic Network
LZTP Client
Advanced Network »
VPN Configuration ~ Configuration
Metwork Status
Uptime: 0 Tm 85
Il RX: 542.00 B {8 Pkis.)

| TX: 19.50 KB (253 Pkts.)
12tp1 Address: 172.16.10.11

Gateway: 17216101

2.4.4 IPSEC

For this part, if you want to use the IPsec VPN feature, you must first have a
remote server with a public IP address. And then you need to do two aspects of
configuration ensure that it corresponds to the server.

First of all, you should make the General settings including the Local /Remote
gateway ip address, Local/Remote subnet.
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System Status > ' Overview X Systemn Diagnostics PSec

Basic Network IREV ] PR
Achranced Notwork s General Settings
VPN Configuration ~ Enable IPSec Server |
e IPSec extend Mormal v
Local Gateway L
Local Subnet 152 162.1.0/24
IPSec e 1%2 2
MN2N VPN Local Securnty Firewall
OpenVPN FRemote Gateway 116.30.193.32
Systemn Management
Remote Subnet 10.10.1.0/24
Systemn Diagnostics ©T0.10.7.0/24
Logout Remote Securnty Firewall )

Debug Log [

Secondly, You need to configure the phase 1, phase 2 protocol authentication
parameters and do some custom parameters if necessary. All this will then allow you
to quickly and correctly connect to a remote server.

System Status > “ Overview x System Disgnostics x x
Basic Network
Proposal
Advanced Network »
Phase 1 Phase 2 Custom
VPN Configuration ~
Aggressive Mode
GRE
Encapsulation Mode  TUUNMEL v
L2TP Pre-shared K2y sreas &=
ic: Proposal  mgiS-des-dh1 v
N2ZN VPN
IKELifetime 35400
OpenyPN STl E ot
@ 5| bU-blsadl)Flease enter a va e 2
System Management CED
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System Status Owerview x System Diagnostics % | »x
Besac Netanth Remote Security Firewall |
Advanced Network »
Debuglog )
VPN Configuration ~
Proposal
Phase 1 Phase 2 Custom
Proposal md5-des v
MNZN VPN
S | = 2l
OpenVPN
ESPLifetime  gg400
System Management
R
System Status 4 Overview System Dizgnosiics x x
Basic Network '
Remote Subnet 10.10.1.0/24
Advanced Network >
@100 7.0/24
VPN Conﬁg“ra = Remote Security Firewall
Debug Log |
Proposal
M2MN VPN
Phase 1 Phase 2 Custom
OpenvPMN
Custom i)
System Management
System Status Overvisw % System Diagnostics % x
Basic Network
IPSec SA IPSec Policy
Advanced Network »
List of IPSec SA
VPN Configuration -~
Active Connection
No. Tunnel Data Flow

IPSec

MN2N VPN

OpenvPN

IPSec Service is not running
No entries
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2.4.5 N2N VPN

For this part, if you want to use the N2N VPN feature, you must first have a
remote server called supernode with a public IP address and have opened the
corresponding service port. Secondly, you need to create some user accounts for
connecting to the server later . What will be configured like below.

System Status > “ x Overview % »
Basic Network >
n2nvpn
Advanced Network > A Layer Two Peer-to-Peer VPN. Protocolvl
VPN Configuration ~ Configuration
Network Status Actions

MAG-Address: 00-00:00:00:00:00
= RX: 0.00 B (0 Pkts} CONNECT STOP EDIT
edged TX 0.00B (0 Pkts)

System Status > - x Cverview X
Basic Network >
NZN VPN
Advanced Network > A layer two peer-to-peer vpn
VPN Configuration ~ Edge
Enabled
Bring up on boot (@
Supemode 1.1-1:1
Port 10000
M2N VPN
OpenyPN Community test
System Management KeY  sasass &
System Diagnostics Ipaddr 10.0.0.5/24
Logout Route |

2.4.6 Open VPN

For this part, if you want to use the Open VPN feature, you also must first have a
remote server with a public IP address and have opened the corresponding service
port. Secondly, you need to create some client certificates such as cert certificates,
key certificates, and CA certificates for users account to connect to the server later.

System Status > 4 x

Basic Network >
OpenVPN

Advanced Network >
Below is alist of configured OpenVPN instances and their current state

VPN Configuration ~
Config Name Mode Enabled Port Protocal Started Start/Stop

opvl client_tun_ptp. no 1194 udp no START EDIT

Page 42




System Status > “ %x

Basic Network >
Configuration

Advanced Network >

enabled
VPN Configuration ~ © Enable

GRE verh 3 v
PFTP
LITP tun_ipve o
IPSec o i

nobind &
N2N VPN

©0

Open'VPN
comp_lzo |#
System Management

System Diagnostics client [

Logout @ Confiqure

) e
MBS ypnserver example omg =

2.5 System
management

2.5.1.1 General settings

For this part, you can do some general system configuration including router
host name, world time zone, system language(Chinese or English), wan mode
configuration, etc. The following are as follows.

System Status > LT Overview X ®

Basic Network >

System
Advanced Network > Here you can configure the basic aspects of your device hike its hostname or the timezone.
VPN Configuration > System Properties
System Management General Setftings Logging
System Local Time  gun May 20 20:17:01 2078 [y S el REEB=Tole ) el =23
Adminisiration Hostrame | iz
Timezone AsialShanghal v
Startup
Language English :
Scheduled Tasks
WAN Mode il
Hackup / Flash Fi = 3GM4G and Wired v
© Please refresh page manually(F5) when the wan mode has
Device Reboot -
Prionty AN L

System Diagnostics
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2.5.1.2 Wired and 3G /4G for wan mode

When talking about this part, we know that device system is configured with a
3G/4G and wired mode by default. Namely it supports both wired and 3G/4G dial-up
modes, but there is a priority setting:WAN primary or 3GWAN1 primary.

When the router is connected to both wired and 3G/4G network, if you also
choose the WAN primary, then all incoming and outgoing traffic to the device will
first go through the WAN interface until the wired cable network fails. Afterwards all
incoming and outgoing traffic will automatically switch to the 3G/4G interface .

When you choose the 3GWAN1 primary, then all incoming and outgoing traffic
to the device will first go through the 3GWAN1 interface until the 3GWAN1 network
fails. Afterwards all incoming and outgoing traffic will automatically switch to the
WAN interface . For above, you can configure and check the router status like below.

System Status * “ Overview % ® » Tab operatiol

Basic Network
General Settings Logging

Advanced Network »
Local Time  sun May 20 20:26:35 2018 ey el pazR=lalell =21

VPN Configuration »
Hostname  p2m

System Management

Timezone  Asia/Shanghai v
Language  English v
WANMode | 35/4G and Wired v
Priority | AN v
Scheduled Tasks
Backup / Flash Firmware
System Status v # IPSec x x
Overview
Network
Firewall
Address: 10.170135.28
Routes Gateway: 10.170.135.29
DNS 1: 20296128 86
Processes DNS 2: 202.96.134.733
Modem Type: FOD-LTE/TOD-LTE/WCDMA/TD-SCDMA/EVDO/CDMA/GSM
Resltime Graphe Modem Model: FORGE SLMT30B

& Modem IMEI: B6B621025613344

3gwan] Modem IMSI: 460030910858829
Network Operator. China Telecom
Current Network Standard: FDD LTE

Advanced Network > USIM Status: simready

ConnectStatus: connected

RSSE 19 . (-75dBm/61%)

Connected: Gh 40m 30s

Address: 192165 20,80

£ Netmask 255 255 2550

eth0 Gateway: 192.168.20.1
DNS 1: 20296134 133

Logout Connected: 0h 1m 175

Basic Network »

VPN Configuration »

System Diagnostics
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2.5.1.3 3G/4AG for wan mode

For this part , you can also set only 3G/4G for wan mode and meanwhile
enable WAN to LAN by choosing it. After saving the configuration, you should refresh
the whole page to make it works and the router will have two LAN ports for you to
use. It's worth explaining that at this time your router can only get a 3G/4G network
even if you have put a wired cable network to the WAN port of the router .The
example is as follows.

System Status “ Cverview x tam

Basic Network >
Geperal Settings Logging

Advanced Network >
Local Time  sun May 20 20:50:17 2016 Erg et URes R=Telel =2

Hostname M2

VPN Configuration >

Systemn Management
Timezone  Asja/Shanghai v

System

Language  English v
Administration

S waANModel  only 3GI4G v
o P fresh page manual

Enable WAN to LANE
o Switch WAN port

Startup
Scheduled Tashs

Backup / Flash Fiammware:

System Status - » Tab operati
Local Time Sun May 20 20:58:19 2018 MAC Address 34:0a:68:24:24:24
Uptime 6h 49m 4s WAN Mode only 3G/4G
Load Average 0.78.0.93. 0.60 Vendor OEM
Processes.
Network
Resltime Graphs
3E/AG WAN Status Address: 109 240 208
Basic Network > Gateway: 10.9.240.209

DNS 1: 20296.128.86
DNS 2: 20296.134.133

hchemnc ork Blathenc = Modem Type: FDD-LTE/TDD-LTE/WCDMA/ TD-SCOMA/EVDO/COMA/G

Modem Model: FORGE SLM7T30B
VPN Configuration > & Modem IMEI: 0x201BBTGE
3gwanl IMSI: 460030910858829
MNetwork Operator: China Telecom
System Management ran £0D LTE
USIM Status: simready
System Diagnostics ConnectStatus: connected

RSSI: 31 ... (-51 dBm /100%)

Logout Connected: 0h 59m 30s

Active Connections [ ] 203 /16384 (1%)

2.5.1.4 Wired for wan mode

For this part , you can just set only wired for wan mode. After saving the
configuration ,please refresh the whole page to make it works. It's worth explaining
that at this time your router can only get a wired network even if you have insert a
SIM card to the router . The example is as follows.
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System Status > “ 3 * Overview M

Basic Network
System

Advanced Network > Here you can configure the basic aspects of your device like its hostname or the timezone.

VPN Configuration »

System Properties

System Management General Settings Logging
System Local Time  gun May 20 21:.03:15 2913
Adminisiration
Hostname M2M
Software
Timezone  Asia/Shanghai A
Startup
Language  English -
Scheduled Tasks
Backup § Flash Firmware WAN Mode -
= © Plea P anually(F5 he wa og!
Device Reboot
System Status . “ x
Ovenmew
Load Average 1.44, 1.38, 0.90 Vendar OEM
Firewall
Routes
Network
= e
5 Address: 192.168.20.80
Realtime Graphs
i # Netmask: 255 2552550
. eth0  Gateway: 192.168.20.1
Basic Network DNS 1: 202.96.134.133
Connected: Oh 6m 59s
Advanced Network » 3
Active Connections 1 243 /16384 (1%)

2.5.1.5 LOG information settings

For this part, you can do some commonly used configurations of the log
information including the log buffer size,external log server, log output level and cron
log level . And for these configurations, keeping the default settings will be OK.

Systemn Status » " x Overview

Basic Network
System

Advanced Network » Here you can configure the basic aspects of your device like its hostname or the timezone.

VPN Configuration > System Properties

Systemn Managerment General Settings Logging

Sysiem System log buffer size 1024
Administration @50
Software External system log server 0.0.0.0
Startup External system log server port 514
Scheduled Tasks

Log output level Debug -
Backup f Flash Fammware:

Cron Log Level Mormal v

Device Reboot
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2.5.1.6 NTP settings

For this part,you can check some default configurations about the NTP service
by setting which the router will synchronize its own system time to keep it consistent
with network time after successfully dialing-up. There are four default NTP servers in
the table and you can also change them to other NTP servers.

System Status “ = Cvenvisw X

Basic Network >

Advanced Network >

Time Synchronization

VPN Configuration *

Enable NTP client @

System Management
Provide NTP server
System
p—, . MNTP server candidates time1 aliyun.com ]
Software time2_aliyun.com =
Startup time3_aliyun.com &l
&
Scheduled Tasks timed aliyun.com
Backup f Flash Famware
System Status “ System x x » Tab opei
Oveniew
Status
Firewall
Routes System
Processes Router Name M2M Product Name
Router Model rrence Board Product ID
Realtime Graphs
Firmware Version OSDK Premium Wireless Router V1.0.6.0518 Hardware Class Single Model Single Card
Basic Network > Kernel Version 338 Hardware Version V1.2
I Local Time Sun May 20 21:24:46 2018 I MAC Address 34:0a68:24:24:24
Advanced Network
Uptime 7h 15m 31s WAN Mode only 3G/4G
VPN Configuration Load Average 0.00,0.17,0.31 Vendor DEM

2.5.2 Administration

2.5.2.1 Router password setting

For this part, you can freely change the default password(username will be
admin remain and can not be changed) for web login to the router. After saving the
configuration,you’d better refresh the whole page and login to the router by using
the changed password. All above is as follows.
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Systemn Status > e System x i x

Basic Network »
Router Password

Advanced Network » Changes the administrator password for accessing the device

VPN Configuration »

Password | gdmini23 =
Systermn Management
Confirmation admini23 =

System Status System % =

Basic Network

Advanced Network >

VPN Configuration >

System Management
Router Password

System Changes the administrator password for accessing the device
Password =
Confirmation A

==

2.5.2.2 Web access setting

For this part, you can freely change the default web access port 80 to any other
port unoccupied. After saving the configuration,you’d better refresh the whole page
and login to the router by using the changed port . All above is as follows.

System Status > L] Onerview X System ® : »

Basic Network > Web Access

Changes the port for accessing the panel of web
Advanced Network »

VPN Configuration > Port | 5001

Systemn Management

Sysiem
SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Software
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Systemn Status Qt Chverview » System x x

Basic Network >

Advanced Metwork >

VPN Configuration > Router Password

Changes the administrator password for accessing the device
Systermn Management

Applying changes

i, .
= fetcfoconfigiuhtipd

Sy=tem

2.5.2.3 SSH access setting

For this part, you can freely change the default SSH access port 22 to any other
port unoccupied. After saving the configuration,you’d better refresh the whole page
and make a new SSH access to the router by using the changed port . All above is as
follows.

System Status * L Orveriew X s |

Basic Network > SSH Access
Dropbear offers SSH network shell access and an integrated SCP server

Advanced Network »

Dropbear Instance
VPN Configuration >

Systemn Management 5

Interface SgwanT: JE
System

grel. [f=
12tp1: =
lan: 7
nZn: o
pptpl: FE
wan. =

Systermn Diagnostics urspecified

Logout

Part =

S &zl S (Fro for Home/sehooh
= .

File Edit Wiewwr Toals Tab Wiindowr Help

= 0=~ Imo, S-e3-©Q- 4a- 8 @ 3¢
&= Ia:-s:- N1O2 168

& To add the current session, click an the |[eft arrow buttan

Remote Host: [ 192.168.5.1:222 (5.1)
Server Type: S5SH2, dropbear 2011.54

Enter & user name to login:
admin123

[W] rRemember User Mame
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2.5.3 Software

For this part,You can not only view the available memory space of the router, but
also view the installed or available installation packages inside the router system.
Besides, you can also do some extra configurations by using some shell scripts.

System Status 3 " Owerview X »
Basic Metwork > Software
Advanced Network > Actions: Configuration
VPN Configuration >
Mo package lists available UPDATE LISTS

System Management Free space: 92% (4.27 MB)

Download and mstall package

Filtes: FIND PACKAGE

Status

Iﬁs_r._lﬂed pq[:!r.ages Available packages

System Diagnostics Packagename Wershon
Remave baze-files 117-r41027
Logout Remove bridge 15-1
Remove busybox 1.134-5
Remave chat 2458
Remove comgt 0.32-21
System Status » “ Overview X Stariup X : x

Basic Network :
OPKG-Configuration

-
Advanced Network Actions | Configuration

VPN Configuration »

remium_wireless_router hitp://downloads. openwriong/attitude_adjustment/12.09-rc/ar7 Txaw'genenc/m

System Management

Sysiem

2.5.4 Startup

For this part, you can enable or disable installed init scripts here. Changes will
applied after a device reboot.

There are some important Warnings like this: If you disable essential init scripts
like "network", your device might become inaccesable!
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System Status » L) Overview X x "

Basic Network -
Initscripts

Advanced Network > You can enable or disable installed init scripts here. Changes will applied after a device reboot.
Warning: If you disable essential init scripts like "network”, your device might become inaccesable!

VPN Configuration *

Start priority Initacript Enable/Disable Start Restart Stop
System Management
System
Administration 2 e ENABLED RESTART -
Startup 10 boot ENABLED RESTART STOP
Scheduled Tasks
n ubus ENABLED RESTART STOP
Backup/ Flash Firmware
Device Reboot
) . 15 qca-wpa-supplicant ENABLED RESTART
System Diagnostics
Logout

2.5.5 Scheduled Tasks

For this part ,this is the system crontab in which scheduled tasks can be defined
by users.

Systemn Status 3 L2 Crverview »
Basic Network
Scheduled Tasks
Advanced Network > This is the system crontab in which scheduled tazks can be defined.

VPN Configuration *

Sy=stem Management

Sysiem

Adminisiration

Scheduled Tasks

Bachup / Flash Fimmware

Device Reboot

2.5.6 Backup/Flush Firmware

2.5.6.1 Generate Archive

For this part, you can download some of the current configurations by clicking
the ‘Generate Archive ‘ button of the router for backup so that you can use it for the
next time. You can handle it like below.
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System Status >

Basic Network >

Advanced Network

VPN Configuration

System
System
Administration
Software
Startup
Scheduled Tasks:
Backup f Flash Firmware

Device Reboot 4

B backup-M2M-....tar.gz

2.5.6.2 Upload Archive

Flash operations
Actions Configuration

Backup s Restore

Click "Generate archive” to download a tar archive of the current caonfiguration fi
({only possible with squashfs images).

Download backup: GENERATE ARCHIVE
PERFORM RESET

To restore configgw®tion files, you can upload a previously generated backup arc

Restore backup: | Choose File | Mo file chosen

Flash new firmware image

For this part, you can upload the backup configurations file by clicking the
‘Upload Archive ‘ button of the router so that you have no need to configure it again
manual ly. It takes about 2-3 mins, so just be patient .You can handle it like below.

o | —— | —
/& mzm x —— —— - g
<« C | @ 192.168.5.1:8001/cgi-bin/luci/;stok=b9| ¢ .
=4 . |
Apps study ;- the
mn - FRESTHE - M @
. ; T Microsoft Word STrs =
M2M wireless terminal < e backup PSR Z018 5 Hitangz R«
= T E WinRAR [ESID4EIEES
Advanced Network =l EEAERIrE 38.8 KB ;
“ M 23a5FE: Configure Wgtual Serial Port A
z .= Iﬁ Driver _f—
VPN Configuration 7 (|
Backup / Restore RIS
5 . — Foxmail
System - Glick “Generate a £ WPSTE RS ok
(enly possible wit SRS
113 KB
System G E
g GPRS DTU
Administration = ‘ ¥
Software TR | e [A\Fules -]
[0 =] [ == |
Sshatip To restore config!

Scheduled Tasks

Backup / Flash Firmware

System Status

Basic Network

Advanced Network

WPN Configuraticm

System

System

Administration

Restore backup: UPLOAD ARCHIVE

Cheoose File | No file chosen

Swvstem - Rebooting...

Changes applied.

= TWaiting for changes to be applied._
]
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2.5.6.3 Perform Reset

For this part, you can restore the router to the factory by clicking the ‘Perform
Restore’ button when there are some problems with the router. It often takes about
2-3 mins ,so just be patient. And when it is finished ,just relogin to the router by
using  the default ip address 192.168.1.1:80 and username/password as
admin/admin. All above is as follows.

In addition, you can also restore the factory configuration by pressing the black

reset button on the front of the router for more than 10 seconds and then releasing
it.

System Status > “ Overvisw % = [ee

Basic Network > Fiash operations
Advanced Network » Actions: Configuration

VPN Configuration > Backup / Restore

Click "Generate archive® to download a tar archive of the current configuration files. To reset the firmware to its initial state, s
System Management {only possible with squashfs images).

Download backup: GENERATE ARCHIVE
GEEREEENIES PERFORM RESET

To restore configuration files, you can upload a previously generated backup archive here.

Scheduled Tasks Restore backup: | Choose File | No file chosen UPLOAD ARCHIVE...

Backup / Flash Firmware:
Flash new firmware image

Device Reboot Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current co
OpenWrt compatible firmware image).

Advanced Network

VPN Configuration
System - Erasing...

System
System The svstem 1s erasing the configuration partition now and will reboot itself when finished.
Administrati >~ T R
AICE = ET s Waiting for changes to be applied...

Software

Startup

Scheduled Tasks

Backup / Flash Firmware

2.5.6.4 Flash Image

For this part, you can upgrade the router device if you need to do that by clicking
the ‘Flash Image ’button. It often takes about 2min30s, so just be more patient. And
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when it’s done, it will automatically jump to the login web page.

System Status  * System X

22 My e

Basic Network > - —
&=~ O @
Advanced Netwodk T i |
Backup / i S
VPN Configuratioh Click "Ger A -sysupgrade.V1.0.6.0518.bin 5/18/2018 10:54..,
images) 5] B EE 3
L 23458

B =g

System

Schaduled Tacks

] i N\

Flash new o N\
Upload a { STEEN: }-sysupgrade.V1.0.6.051 - NJ Files

Device Reboot image) I;ﬁ(o) |v] l

Backup / Flash Firmwara

System

5 L
ystem Log Image No file chosen

System Status L System X Device Reboot % - x [ by clpetebon =

Basic Network  *
Flash Firmware - Verify

Advanced Netwosk The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data intearity.
Click "Proceed” below to start the flash procadure

VPN Configuratioh
Checksum: Ffa17=0528500800050cb6562642232

System Size: 11.00 ME{15.63 MB available)
Configuration filez will be kept

Scheduled Tasks

Backup / Flazh Fimmwane

Device Reboot

System Status > L. System X Device Reboot X x '8 Tah operstion

Basic Network > System - Flashing...

Advanced Network

The system is flashing now.
EENIE O St DO NOT POWER OFF THE DEVICE!

Wait a few minutes until you try to reconnect. It might be necessary to renew the address of your computer to reach the device again,
System . depending on your settings.

k Waiting for changes to be applied...

“n

Scheduled Tasks

Bachup / Flash Fimmvare
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2.5.7 Device Reboot

2.5.7.1 Reboot now

For this part , you can always restart your router device immediately as you want
by clicking the EXECUTE button.

System Status > 4 System X £ »

Basic Network » Device Reboot

Reboot right now or set a reboot timer

Advanced Network >

VPN Configuration » Rebagt ricw

Reboot now EXECUTE
Systern Management

System

Administration
Reboot Timer
Software

Enabled |
Startup
Hour o L
Scheduled Tasks
Minutes 1] v

Backup { Flash Fanmware

Dexice Reboot Local Time  Sun May 20 224540 2018 [Eerd e IR =10 Lk =at

System Diagnostics

Period | Sunday

2.5.7.2 Reboot timer

For this part ,you can set the router device to restart at any time you want by
doing some specific configurations.

System Status 4 System x *

Basic Network »

Advanced Network »

Enabled |«
VPN Configuration »
Hour 12 L
Systemn Management
Minutes % -
Sysiem
Local Timme -47-
R — LA R ETR B i 2 B SYNC WITH BROWSER
Software Period [ Sunday
#¥  Monday

Startup

| Tuesday
Scheduled Tasks

I Wedesday
Backup f Flash Famware
| Thursday
Device Reboot
_| Friday
System Diagnostics o
| Saturday
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2.6 System diagnostics

2.6.1 System Log

Through this page, you can view and analyze some system logs of the router. By
checking these logs, you can basically know if some certain functions of the device
are working normally. In addition, you can also place these logs in a notepad file by
pressing Ctrl+A and Ctrl+C and then send it to after-sales technical personnel to
analyze and solve some device issues.

System Status Ovenizw X x [ Tab operstia

in backvrcund

{wtf set sim_status): updste Sgwanl sim status:unknown to simready
et_sim_status): uci set gwanl.@modem[a].sim status='simready’; u

~_worker_start): sim is ready

heck_at_emd_resulb): AT cmd execute error, output: ATHOHUMAN ERRO

cmd_result): AT cmd exscute error, autl:ut: ATHONUM"HH ERRD

tection is active, will discard upstream RFC1918 responses!

/8 respanses

Basic Network

ox[L41
Fox[1241]

Advanced Metwork ? .err syslog

.err syslog:

- er.notice dnsmasq: DNS rebinding pro
VPN Configuration * 7 .notice dnsmasq: Allowing 127
.err syslog: watchfox[1241]
err syslog: watchfox[1241]
System Manapemernt 3 err syslog: ¥
err syslog: v
-infe syslo

sxecute error, output ERRD

execute error, output: AT ERRD

1 ttyusBl AT omd:AT+CNUM execute failed, try exceed

un commznd A iled

AT cmd output ICCID: BO3SBIITTATES

System Diagnosfics er.info sysloj uci set Sgwan, d='9868317747553565

«8rr syslog: b c::L;?Q .rt‘ set ccnf:Lne*wuunl net mode :ﬂurgi from to CoMa

M M2M dasman. i dnsmazq[2227]: = d, version 2.72 rachesize 158

System Log 2 dnzmazq[ & time options: IPVE GNU-getopt no-DBus no-ilBn no-IDN DHCP DHCPVS no-Lua TETP no-c
g dnsmasq-dhc) DHCP, IP range 192.168,5,1€€ -- 192,168.5.240, lease time 12h

‘0 dnsmasq[2227]: using local addresses on. or domain lan

Jt no servers found in /tmp/resclv.conf.auto, will ratry

Kemel Log

7]: resd fetc/hasts - & addres
: 3 amon., i nsm 27]: read fetc/ethers - @ addresses
Sem (g iser. init: sn: bad rumhar

Man it: Update firewall ...
Update NaT rule ...
ite bpdate input rule ...
imum of 188 connections reduced to 99, not enough IP addresses given
ager process started
laximum of 99 connections available
sockopt recvref[38]: Protocol not available
ng 12tp kernel support.
tpd version xl2tpd-1.3.8 started on MM PID:2253
gnt {C) 1988, Adtran, Inc.
stipp, (€) 2881

Logout

Jeff Moidams, (C)
Xelerance o, welerance. com) (C) 2886-2815
IP =ddress @.8.8.8, port 1781

orked agail
Listening on
.info sysinit: sh: bad number
.notice admin; IPSec was unsbled in config.
er.info sysinit: sh: bad number

td i UJP Ra,a; waz dizabled in config

i i a3 Tt

MzH

2.6.2 Kernel Log

Through this page, you can view and analyze some current running status
information of the router. In addition, you can also place this information in a
notepad file by pressing Ctrl+A and Ctrl+C and then send it to after-sales technical
personnel to analyze and solve some device issues.
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System Status » “ L] ] Tab operstian

Basic Network
Kernel Log

Advanced Network * - " 2 X - " " iz a
eoaaeed] Linux wersion 3.3.5 (gitlabBcompiler) (gcc version 4.6.3 29128281 (prerelease) (Linaro GCC 4.5-2012.82) ) #1 Fri May 18 1

E98898 don is: 88819374 (MIPS 24Kc)

250008 alcomn ftheros QCASS31 rev 2

Bo0008] Clocks: CPUISS56.8080HT, DOR:ABE,008VHI, AHB:2EG,886MHz, Ref:2S.@0emH:z
828808] Determined physical RAM map:

S08868] memory! B5S06000 £ 8680908 (usable)

256808] Initrd not found or empty - disabling initrd

©98098] Zone PR ranges:

298863 hormal  Bx@0B800AE - SWESABEABR

e58358] Movable zone start PFN for each node

@o8298] Early memory PFN ranges

208898 9: SxEE9ASEIN -> GNEE0IEER

888868] On node 8@ totalpages: 32768

298208] fres_sres_init_node: node @, pgdst 58335188, node_mem map B1880022
e28a98]  Normal Zone: 256 pages used Tor memmap

SH8008 Normal zone: @ pages reserved

208008] Normal zone: 32512 pages, LIFD batch:7

: =8 ré d32765 32765 alloc=1°32768

VPN Configuration ?

System Management

System Diagnostics-

System Log

Kemsl Log

System Diagnostics

Zone order, mobility grouping on. Total pages: 32512

e2e208] ¥ernel command board=2r2808 rootfstype=sg fs,j7Fs2 noinitrd crashk 1=18M828M cops=panic
eap868] FID hash tsble entries: 512 (order: -1, 2845 bytes)
e28898] Dentry cache hash table entries: 16384 (order: 4, £55385 bytes)
@88888] Incde-cache hash table entries: 8192 {order: 3, 32768 bytes)

208008] Primary instruction cache 64kE, VIPT, 4-way, linesize 32 bytes.

eopE08] Primery data cache 32ke, 4-way, VIPT, cache slisses, linesize 32 bytes

268868] Writil ErrCtl register=20088888

358008] Readbac Ct] register=Hee86824

B20308] Memory: 125764k/131872k availzble (2652k kernel code, 5383k reserved, 697k dats, 138k init, @k highmem)
©08E08] SLUB: Genslsbs=o, HWalign=32, Order=e-3, MinObjects=e, CPUs=1, Nodes=1

Logout

i y . 432,53 BogoMIPS (lpj=2162638)
566008] pid_max: default: 32768 minimum: 361
868898] Mount-cache hash table entries: 512
2622001 NET: Resistered protocol familv 15

L R R R

2.6.3 System Diagnostics

For this part,you can quickly and efficiently determine whether the router device
can access the network normally by using the PING tool. If you can easily ping a
public network address successfully, it indicates that the router network is good. If
you fail to ping some pubic network addresses, it indicates that there are some
network problems that need to be solved.

You can also track the routes of the target network by using the TRACEROUTE
tool. Besides,you also can resolve some domain names by using the NSLOOKUP tool.

System Status “ Qverview % System Log % x »w T

Basic Network ) .
Diagnostics

Advanced Network >
Network Utilities
VPN Configuration >

System Management www.yahoo.com www.yahoo.com www.yahoo.com

System Diagnostics- IPvd v

System Log Install iputils-traceroute6 for IPvG traceroute

Kemel Log

System Diagnostics

Collecting data...

Logout
PING www.yahoo.com (124.188.183.1
a4 from 124.188.183.103:
a4 from 124.188 .183:
a4 from 124.188 .183:
a4 from 124.188 183:
a4 from 124.188. 183:
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2.7 Logout

If you want to log out of the router, you can click the Logout button and then it
will return to the relogin web page.

System Status £3 “ Firewst % Wired Metwark X ®

Basic Network = IG/4G WAN Status Address: 10 16097 151
Gateway: 10.160.97.152
Switch DNS1:175.168.2541
DNS 2: 115.168.254 2
Hostnames Modem Type: FOD-LTE/TDD-LTE/WCDMA/TD-SCOMA/EVDO/COMA/GSM

Modem Model: FTORGE SLMTI0E
= Modem IMEL: 0xE01EBTRE
3gwan] Modem IMSI: 460030910858829
Network Operator: China Telecom
Gurrent Network Standard: COMA
USIM Status: simready
ConnectStatus: connected
RES1: 26 ot (-B7 dBm/ B3% )
Connected: 0h 25m 395

Wired WAN Status
Mot connected

Active Connections ] 226 7 16384 (1%)
Advanced Network *
VPN Configuration *

Memory
System Management Total Available L sesmekB/ZEERREE(TAY)
. Free I GESORESES? & (517,

System Diagnostics

Cached [ 19744 kB / 125052 kB (15%)
Rofous Buffered m 6264 kB / 125952 K (4°%)

3.Troubleshooting of common problems

3.1 Fail to login to the router

1) Check whether the RJ45 cable connection between the router and the
computer is normal and not loosen.

2) Confirm whether the RJ45 network cable is normal and not been damaged
or the crystal head is not ok.

3) Confirm whether your computer's network card is set to automatically
obtain and has gotten the IP address of the same network segment as the router
instead of obtaining an invalid IP address such as 169.254.x.x.

4) Your computer has been set up with a manual ip address but not on the
same network segment as the router, so you need to change it to the same network
segment.

5) The router's default gateway IP address 192.168.1.1 or access port 80 has
been modified, so you can now restore it to factory configuration and relogin.
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3.2 How to restore factory configuration

1) You can restore the factory configuration operation by logging in to the router
and then choose ‘System Management’--’"Backup/flash firmware’--’"Perform Reset’ to
make a soft reboot.

2) You can restore the factory configuration by pressing and holding the RST
reset button of the router for about 10 seconds and releasing it when the router is
powered on.

3.3 Have not an access to the internet for PC

1) Confirm whether the SIM card inserted to the router is normally available and
ensure that there is no arrears or downtime.

2) Confirm whether the router makes a successful dial-up when inserting a SIM
card.

3) Confirm whether your computer's network card is set to automatically obtain

and has gotten the IP address of the same network segment as the router
instead of obtaining an invalid IP address such as 169.254.x.x.
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